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Mr. KASTENMEIER. Mr. Speaker, 1
ask unanimous consent to take from
the Speaker’s table the bill (H.R. 4952)
to amend title 18, United States Code,
with respect to the interception of cer-
tain communications, other forms of
surveillance, and for other purposes,
with Senate amendments thereto, and
concur in the Senate amendments.

The Clerk read the title of the bill.

The Clerk read the Senate a.mend-
ments, as follows:

Strike out all after the enact.ing clause
and insert:

SECTION 1. SHORT TITLE.

This Act may be cited as the “Electronic

Communications Privacy Act of 1986,
TITLE I—-INTERCEPTION OF
COMMUNICATIONS AND RELATED MATTERS

SEC. 101. FEDERAL PENALTIES FOR

THE INTERCEPTION OF COMMUNI-
CATIONS.

(a) DEFINITIONS.—(1) Section 2510(1) of
title 18, United States Code, is amended—

(A) by striking out “any communication”
and inserting “any aural transfer” in liew
thereof;

(B) by inserting ‘“tincluding the use of
such connection in a switching station)”
after “‘reception”.

(C) by striking out “as a common carrier”
and

(D) by inserting before the semicolon at
the end the following: ‘“‘or communications
affecting interstate or foreign commerce and
such term includes any electronic storage of
such communication, but such term does
not include the radio portion of a cordless
telephone ecommunication that is transmit-
ted between the cordless telephone handset
and the base unit”.

(2) Section 251002) of title 18, United
States Code, is amended by inserting before
the semicolon at the end the following: *, but
such term does not include any electronic
communication”.

(3) Section 2510(4) of title 18, Uniled
States Code, is amended—

(A) by inserting “‘or other” after “aural’;

and
after

(B) by
“wire”’.

(4) Section 2510(5) of title 18, United
States Code, is amended in clause (aMi) by

inserting *, electronic,”

inserting before the semicolon the following:
“or furnished by such subscriber or user for
connection to the facilities of such service
and used in the ordinary course af its busi-
ness’”.

(5) Section 2510(8) of title 18, Uniled
States Code, is amended by striking out
“identity of the parties to such communica-
tion or the existence,”.

(6) Section 2510 of title 18, United Stales
Code, is amended—

(A) by striking out “and” at the end of
paragraph (10);

(B) by striking out the period at the end of
paragraph (11) and inserting a semicolon in
lieu thereof; and

(C) by adding at the end the following:

‘“(12) ‘electronic communicalion’ means
any transfer of signs, signals, writing,
images, sounds, dale, or intelligence of any
nature transmiited in whole or in part by a
wire, radio, electromagnetic, photoelectronic
or photooptical system that affects inter-
state or foreign commerce, but does not in-
clude—

“/A) the radio portion of a cordless tele-
phone communication that is transmitted
between the cordless telephone handset and
the base unit;

“(B) any wire or oral communication;

“UC) any communication made through a
tone-only paging device; or

‘‘D) any communication from a tracking
device (as defined in section 3117 of this
title);

“(13) ‘user’ meens any person or entity
who—

“A) uses an electronic communication
service;, and

“(B) is duly authorized by the provider of
such service to engage in such use;

‘“(14) ‘electronic communications system’
means any wire, radio, electromagnetic,
photooptical or photoelectronic facilities for
the transmission of electronic communica-
tions, and any computer facilities or related
electronic equipment for the electronic stor-
age of such communications,

“(15) ‘electranic communicelion service’
means any service which provides to users
thereof -the ability to send or receive wire or
electronic communicalions;

“(16) ‘readily accessible to the general
public’ means, with respect to a radio com-
munication, that such communication is
not—

“CA) scrambled or encrypted,

“(B) transmitted using modulation tech-
niques whose essential parameters have been

withheld from the public with the intention
of preserving the privacy of such communi-
cation;

“(C) carried on a subcarrier or other
signal subsidiary to a radio transmission;

“(D) transmitted over a communication
system provided by a common carrier,
unless the communication is a tone only
paging system communication, or

“(E) transmitted on frequencies allocated
under part 25, subpart D, E, or F of part 74,
or part 94 of the Rules of the Federal Com-
munications Commission, unless, in the
case of a communication transmitted on a
frequency allocated under part 74 that is not
exclusively allocated to broadcast auxiliary
services, the communication is a lwo-way
voice communication by radio;

“(17) ‘electromic storage’ means—

“lA) any temporary, intermediale storage
of a wire or electronic communication inci-
dental to the electronie transmission there-
of; and

“tB) any storage of such communication
by an electronic communication service for
purposes of backup protection of such com-
munication; and

“18) ‘aural transfer’ means a transfer
containing the human voice at any point
between and including the point of origin
and the point of reception.”.

(b) EXCEPTIONS WITH RESPECT TO ELEC-
TRONIC COMMUNICATIONS.—

(1) Section 2511(2)(a)(ii) of Llitle 18,
United States Code, is amended—

(A) by striking out ‘“violation of this sub-
paragraph by a communication common
carrier ar an officer, employee, or agent
thereof” and inserting in lieu thereof “such
disclosure’™;

(B) by striking out ‘‘the carrier” and in-
serting in lieu thereof “such person’; and

(C) by striking out “an order or certifica-
tion under this subparagraph” end insert-
ing in lieu thereof “a court order or certifi-
cation under this chapter”.

(2) Section 2511(2Md) of title 18, United
States Code, is amended by siriking out “or
for the purpose of commiltting any other in-
jurious act”.

(3) Section 251112Mf) of title 18, Uniled
States Code, is amended—

(A} by inserting “or chapter 121" after
“this chapter”; and

(BJ by striking out “by” the second place it
appears and inserting in lieu thereof “, or
Joreign intelligence activilies conducted in
accordance with otherwise applicable Feder-

O This symbol represents the time of day during the House proceedings, e.g., O 1407 is 2:07 p.m.
Matter set in this typeface indicates words inserted or appended, rather than spoken, by a Member of the House on the floor.
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al law involving a foreign electronic com-
munications system, utilizing”,

(4) Section 2511(2) of title 18. United
States Code, is amended by adding at the
end the following:

“lg) It shall not be unlawful under this
chapter or chapter 121 of this title for any
person—

“fi) to intercept or access an electronic
communication made through an electronic
communication system that is configured so
that such electronic communication is read-
ily accessible to the general public;

“4ii) to intercept any radio communica-
tion which is transmitted—

“(I) by any station for the use of the gener-
al public, or that relates to ships, aircraft,
vehicles, or persons in distress;

“(11) by any governmental, law enforce-
ment, civil defense, private land mobile, or
public safety communications system, in-
cluding police and fire, readily accessible to
the general public,

“U11D) by a station operating on an author-
ized frequency within the bands allocated to
the amateur, citizens band, or general
mobile radio services; or

“(1V) by any marine or aeronautical com-
munications system,

“(iii) to engage in any conduct which—

“(I) is prohibited by section 633 of the
Communications Act of 1934; or

“(11) is excepted from the application of
section 705(a) of the Communications Act of
1934 by section 705(b) of that Act;

“fiv) to intercept any wire or electronic
communicatlion the transmission of which
is causing harmful interference to any law-
Sully operating station or consumer elec-
tronic equipment, to the extent necessary to
identify the source of such interference; or

“(v) for other users of the same frequency
to intercept any radio communication made
through a system that utilizes frequencies
monitored by individuals engaged in the
provision or the use of such system, if such
commaunication is not scrambled or encrypt-

ed.

“th) It shall not be unlawful under this
chapter—

“fi) to use a pen register or a trap and
trace device (as those terms are defined for
the purposes of chapter 206 (relating to pen
registers and trap and trace devices) of this
tiile); or

“ii) for a provider of electronic communi-
cation service to record the fact that a wire
or electronic communication was initiated
or completed in order to protect such pro-
vider, another provider furnishing service
toward the completion of the wire or elec-
tronic communication, or a user of that
service, from fraudulent, unlawful or abu-
sive use of such service.”.

(c) TECHNICAL AND CONFORMING AMEND-
MENTS.—(1) Chapter 119 of title 18, United
States Code, is amended—

(A) in each of sections 2510(5), 2510(8),
251009)(b), 2510(11), and 2511 through 2519
(except sections 2515, 2516(1) and 2518(10)),
by striking out “wire or oral” each place it
appears (including in any section heading)
and inserting “wire, oral, or electronic” in
lieu thereof; and

(B) in section 2511(2)(b), by inserting “or
electronic” after “wire”,

(2) The heading of chapter 119 of title 18,
United States Code, is amended by inserting
“and electronic communications” after
‘“wire”.

(3) The item relating to chapter 119 in the
table of chapters at the beginning of part I
of title 18 of the United States Code is
amended by inserting “and electronic com-
munications” after “Wire”,

(4) Section 2510(5)(a) of title 18, United
States Code, is amended by striking out
“‘communications common carrier” and in-
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serting “provider of wire or electronic com-
munication service” in lieu thereof.

(5) Section 2511(2)(a)(i) of title 18, United
States Code, is amended—

{A) by striking out “‘any communication
common carrier” and inserting “a provider
of wire or electronic communication serv-
ice” in lieu thereof;

(B) by striking out “of the carrier of such
communicalion” and inserting “of the pro-
vider of that service” in lieu thereof: and

(C) by striking out “* Provided, That said
communication common carriers” and in-
serting “, except that a provider of wire
communication service to the public” in
lieu thereof.

(6) Section 2511(2Ma)(ii) of title 18,
United States Code, is amended—

fA) by striking out “communication
common carriers” and inserting “providers
of wire or electronic communication serv-
ice” in lieu thereof:

(B) by striking out “communication
common carrier” each place it appears and
inserting ‘“provider of wire or electronic
communication service” in lieu thereof; and

(C) by striking out “if the common carri-
er” and inserting ‘““if such provider” in lieu
thereof.

(7) Section 251212Ma) of title 18, United
States Code, is amended—

(A) by striking out “a communications
common carrier” the first place it appears
and inserting “a provider of wire or elec-
tronic communication service” in lieu there-
of; and

{B) by striking out “a communications
common carrier” the second place it appears
and inserting “such a provider” in lieu
thereof; and

(C) by striking out ‘“communications
common carrier’s business” and inserting
“‘business of providing that wire or electron-
ic communication service” in lieu thereof.

(8) Section 2518(4) of title 18, United
States Code, is amended—

(A) by striking out “communication
common carrier” in both places it appears
and inserting ‘“provider of wire or electronic
communication service” in lieu thereof: and

(B) by striking out “carrier’” and inserting
in lieu thereof “service provider”.

(d) PENALTIES MODIFICATION.—(1) Section
2511(1) of title 18, United States Code, is
amended by striking out “shall be” and all
that follows through “or both” and inserting
in lieu thereof “shall be punished as provid-
ed in subsection (4) or shall be subject to
suit as provided in subsection (5)”,

(2) Section 2511 of title 18, United States
Code, is amended by adding after the mate-
rial added by section 102 the following:

“f4)(a) Except as provided in paragraph
(b) of this subsection or in subsection (5,
whoever violates subsection (1) of this sec-
tion shall be fined under this title or impris-
oned not more than five years, or both.

“(b) If the offense is a first offense under
paragraph (a) of this subsection and is not
Jor a tortious or illegal purpose or for pur-
poses of direct or indirect commercial ad-
vantage or privale commercial gain, and the
wire or electronic communication with re-
spect to which the offense under paragraph
fa) is a radio communication that is not
scrambled or encrypted, then—

“(1) if the communication is not the radio
portion of a cellular telephone communica-
tion, a public land mobdile radio service
communication or a paging service commu-
nication, and the conduct is not that de-
scribed in subsection (5), the offender shall
be fined under this title or imprisoned not
more than one year, or both; and

“fii) if the communication is the radio
portion of a cellular telephone communica-
tion, a public land mobdile radio service
communication or a paging service commu-

October 2, 1986

nication, the offender shall be fined not
more than $500.

“fc) Conduct otherwise an offense under
this subsection that consists of or relates to
the interception of a satellite transmission
that is not encrypted or scrambled and that
is transmitted—

“(i) to a broadcasting station for purposes
of retransmission to the general public; or

“(it) as an audio subcarrier intended for
redistribution to facilities open to the
public, dbut not including data transmis-
sions or telephone calls,
is not an offense under this subsection
unless the conduct is for the purposes of
direct or indirect commercial advantage or
private financial gain,

“(5)(a)(i) If the communication is—

“fA) a private satellite video communica-
tion that is not scrambled or encrypted and
the conduct in violation of this chapter is
the private viewing of that communication
and is not for a tortious or illegal purpose or
Jor purposes of direct or indirect commer-
cial advantage or private commercial gain;
or

‘“4B) a radio communication that is trans-
mitled on frequencies allocated under sub-
part D of part 74 of the rules of the Federal
Communications Commission that is not
scrambled or encrypted and the conduct in
violation of this chapter is not for a tortious
or illegal purpose or for purposes of direct or
indirect commercial advantage or private
commercial gain,
then the person who engages in such con-
duct shall be subject to suit by the Federal
Government in a court of competent juris-
diction.

“(ii) In an action under this subsection—

“(A) if the violation of this chapter is a
first offense for the person under paragraph
(a) of subsection (4) and such person has
not been found liable in a civil action under
section 2520 of this title, the Federal Gov-
ernment shall be entitled to appropriate in-
Junctive relief; and

“(B) if the violation of this chapter is a
second or subsequent offense under para-
graph (a) of subsection (4) or such person
has been found liable in any prior civil
action under section 2520, the person shall
be subject to a mandatory $500 civil fine.

“tb) The court may use any means within
its authority to enforce an injunction issued
under paragraph (ii){A), and shall impose a
civil fine of not less than $500 for each vio-
lation of such an injunction.”.

fe) ExcLusivity oF REMEDIES WITH RESPECT
TO0 ELECTRONIC COMMUNICATIONS.—Section
2518(10) of title 18, United States Code, is
amended by adding at the end the following:

“lc) The remedies and sanctions described
in this chapter with respect to the intercep-
tion of electronic communications are the
only judicial remedies and sanctions for
nonconstitutional violations of this chapter
involving such communications.”,

(f) STATE OF MIND.—Paragraphs f(a), (b),
(c), and (d) of subsection (1) of section 2511
of title 18, United States Code, are amended
by striking out “willfully” and inserting in
lieu thereof ‘‘intentionally”.

(2) Subsection (1) of section 2512 of title
18, United States Code, is amended in the
matter before paragraph (a) by striking out
“willfully” and inserting in lieu thereof “in-
tentionally”.

SEC. 102. REQUIREMENTS FOR CERTAIN DISCLO-
SURES.

Section 2511 of title 18, United States
Code, is amended by adding at the end the
JSollowing:

“(3)(a) Except as provided in paragraph
(b) of this subsection, a person or entity pro-
viding an electronic communication service
to the pubdlic shall not intentionally divulge
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the contents of any communication (other
than one to such person or entily, or an
agent thereof) while in transmission on that
service to any person or entity other than an
addressee or intended recipient of such com-
munication or an agent of such addressee or
intended recipient.

“b) A person or entity providing electron-
ic communication service to the public may
divulge the contents of any such communi-
cation—

“(i) as otherwise authorized in section
2511(2)(a) or 2517 of this title;

“fi1) with the lawful consent of the origi-
nator or any addressee or intended recipient
of such communication;

“riii) to a person employed or authorized,
or whose facilities are used, to forward such
communication to its destination, or

“fiv) which were inadvertently obtained
by the service provider and which appear to
pertain to the commission of a crime, if
such divulgence is made to a law enforce-
ment agency.”

SEC. 103. RECOVERY OF CIVH, DAMAGES.

Section 2520 of title 18, United Stales
Code, is amended to read as follows.

“§ 2520. Recavery of civil damages authorized

“ta) IN GENERaL.—Except as provided in
section 2511(2Mal(ii), any person whose
wire, oral, or electronic communication is
intercepted, disclosed, or intentionally used
in violation of this chapter may in a civil
action recover from the person or entily
which engaged in that violation such relief
as may be appropriate.

“tb) RELIEF.—In an action under this sec-
tion, appropriate relief includes—

“¢1) such preliminary and other equilable
or declaratory relief as may be appropriate;

“(2) damages under subsection (c) and pu-
nitive damages in appropriate cases; and

“(3) a reasonable atlorney’s fee and other
litigation costs reasonably incurred.

“fc) COMPUTATION OF DAMAGES.—(1) In an
action under this section, if the conduct in
violation of this chapier is the private view-
ing of a private satellite video communicae-
tion that is not scrambled or encrypted or if
the communication is a radio communica-
tion that is transmitted on frequencies allo-
cated under subpart D of part 74 of the rules
of the Federal Communications Commission
that is not scrambled or encrypted and the
conduct is not for a tortious or illegal pur-
pose or for purpases of direct or indirect
commercial advantage or private commer-
cial gain, then the court shall assess dam-
ages as follows:

“tA) If the person who engaged in that
conduct has not previously been enjoined
under section 2511(5) and has not been
found liable in a prior civil action under
this section, the court shall assess the great-
er of the sum of actual damages suffered by
the plaintiff, or statutory damages of not
less than $50 and not more than $500.

“(B) If, on one prior occasion, the person
who engaged in that conduct has been en-
joined under section 2511(5) or has been
Jound liable in a civil action under this sec-
tion, the court shall assess the greater of the
sum of actual damages suffered by the plain-
tiff, or statutory damages of not less than
$100 and not more than $1000.

“2) In any other action under this sec-
tion, the court may assess as damages
whichever is the greater of—

“(A) the sum of the actual damages suf-
Jered by the plaintiff and any prafits made
by the violator as a result of the violalion,
or

“(B) statutory damages of whichever is the
greater of $100 a day for each day of viola-
tion or $10,000.

“¢d) DEFENSE.—A good faith reliance on—
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“(1) a court warrant or order, a grand jury
subpoenea, a legislative authorization, or a
statutory authorization,

“l2) a request of an investigative or law
enforcement officer under section 2518(7) of
this title; or

“(3) a good faith determination that sec-
tion 2511(3) of this title permitted the con-
duct complained of;
is a complete defense against any civil or
criminal action brought under this chapler
or any other law.

“fe) LiMITATION.—4 civil action under this
section may not be commenced later than
two years after the date upon which the
claimant first has a reasonable opportunity
to discover the violation.”.

SEC. 104. CERTAIN APPROVALS BY JUSTICE DEPART-
MENT OFFICIALS.

Section 2516(1) of title 18 of the United
States Code is amended by striking out “or
any Assistant Attorney General” and insert-
ing in lieu thereof “any Assistant Attorney
General, any acting Assistant Attorney Gen-
eral, or any Deputy Assistant Attorney Gen-
eral in the Criminal Division”.

SEC. 105. ADDITION OF OFFENSES TO CRIMES FOR
WHICH INTERCEPTION IS AUTHORIZED.

(a) WIRE AND ORAL INTERCEPTIONS.—Sec-
tion 2516/1) of title 18 of the Uniled States
Code is amended—

(1) in paragraph fc)—

(A) by ingerting “section 751 (relating to
escape),” after “wagering information),”’;

(B) by striking out “2314” and inserling
“2312, 2313, 2314,” in lieu thereaf;

(C) by inserting ‘“‘the second section 2320
(relating to trafficking in certain motor ve-
hicles or motor vehicle parts), section 1203
(relating to hostage taking), section 1029
(relating to fraud and related activily in
connection with access devices), section
3146 f(relating to penally for failure to
appear), section 3521(b)(3) (relating to wil-
ness relocation and assistance), section 32
(relating to destruction of aircraft or eir-
craft facilities),” after “stolen property),’;

(D} by inserting “section 18524 (relating
to use of interstate commerce facilities in
the commission of murder for hire), section
1952B (relating to violent crimes in aid of
racketeering actlivity),” after “1952 (inter-
state and foreign travel or transportation in
aid af racketeering enterprises),”;

(E) by inserting ‘, section 115 (relating to
threatening or retaliating against a Federal
afficiall, the section in chapter 65 relating
to destruction aof an energy facility, and sec-
tion 1341 (relating to mail fraud),” after
‘“section 1963 (viclations with respect to
racketeer influenced and corrupt organiza-
tions)”; and

(F) by—

(i) striking out ‘“‘or” before “section 351"
and inserting in lieu thereof a comma; and

(ii) inserting before the semicolon at the
end thereof the following: “, section 831 (re-
lating to prohibited transactions involving
nuclear materials), section 33 (relating to
destruction of motor vehicles or motor vehi-
cle facilities), or section 1992 f(relating to
wrecking trains)”;

(2) by striking out “or” at the end of para-
graph (g);

(3) by inserting after paragraph (g) the fol-
lowing:

“th) any felony violation of sections 2511
and 2512 (relating lo interception and dis-
closure of certain communications and to
certain intercepling devices) of this title;

“(i) any violation of section 1679alc)(2)
(relating to destruction of a natural gas
pipeline) or subsection (i) or (n) of section
1472 (relating to aircraft piracy’ of title 49,
af the United States Code;

‘“43) any criminal violation af section 2778
of title 22 (relating to the Arms Export Con-
trol Act); or”;
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“tk) the location af any fugitive from jus-
tice from an affense described in this sec-
tion,

(4) by redesignating paragraph (h) as
paragraph fl); and

(5) in paragraph (a) by—

(A) inserting after “Atomic Energy Act of
1954),” the following: “section 2284 of title
42 af the United States Code (relating to sab-
otage of nuclear facilities or fuel),”;

(B) striking out ‘“or” after “(relating to
treason),’”; and

(C} inserting before the semicolon at the
end thereaf the following: ‘‘chapter 65 (relat-
ing to malicious mischief), chapter 111 (re-
lating to destruction of vessels), or chapter
81 (relating to piracy)”.

(b) INTERCEPTION OF ELECTRONIC COMMUNI-
CATIONS.—Section 2516 of titie 18 of the
United States Code is amended by adding at
the end the following:

“3) Any attorney for the Government fas
such term is defined for the purposes of the
Federal Rules of Criminal Procedure) may
authorize an application to a Federal judge
of competent jurisdiction for, and such
judge may grant, in conformity with section
2518 of this title, an order authorizing or ap-
proving the interception of electronic com-
munications by an investigatlive or law en-
Jorcement aofficer Raving responsidilily for
the investigation of the affense as to which
the application is made, when such inter-
ception may provide or has provided evi-
dence of any Federal felony.”.

SEC. 106. APPLICATIONS, ORDERS, AND IMPLEMEN-
TATION OF ORDERS.

fa) PLACE OF AUTHORIZED INTERCEPTION.—
Section 2518(3) of title 18 of the United
States Code is amended by inserting “fand
outside that jurisdiction but within the
United States in the case of @ mobile inter-
ception device authorized by a Federal court
within such jurisdiction)” after “within the
territorial jurisdiction of the court in which
the judoge is sitting”.

(b) REIMBURSEMENT POR ASSISTANCE.—SecC-
tion 2518(4) of title 18 of the United States
Code is amended by striking out “‘at the pre-
vailing rates” and inserting in lieu thereof
“for reasonable expenses incurred in provid-
ing such facilities or assistance”.

fc) COMMENCEMENT OF THIRTY-DAY PERIOD
AND POSTPONEMENT OF MINIMIZATION.—Section
2518(5) of title 18 of the United States Code
is amended—

(1) by inserting after the first sentence the
Jollowing: “Such thirty-day period begins on
the earlier of the day on which the investiga-
tive or law enforcement officer first begins
to conduct an interception under the order
or ten days after the order is entered.”; and

(2) by adding at the end the following: “In
the event the intercepted communication is
in a code or foreign language, and an expert
in that foreign language or code is nol rea-
sonably available during the interception
period, minimization may de accomplished
as soon ¢s practicable after such intercep-
tion. An interception under this chapter
may be conducted in whole or in part by
Government personnel, or by an individual
operating under a contract with the Govern-
ment, acting under the supervision of an in-
vestigative or law enforcement aofficer au-
thorized to conduct the interception.”.

(d) ALTERNATIVE TO DESIGNATING SPECIFIC
FACILITIES FROM WHICH COMMUNICATIONS ARE
70 BE INTERCEPTED.—(1) Section
2518(1)(b)fii) af title 18 of the United States
Code is amended by inserting “except as
provided in subsection (11),” before “a par-
ticular deseription”.

(2) Section 2518(3)(d) of title 18 of the
United States Code is amended by inserling
‘“except as provided in subsection (11),”
before ‘“‘there is”.
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(3) Section 2518 of title 18 of the United
States Code is amended by adding at the end
the following:

“411) The requirements of subsections
(1)(b)(ii} and (3)(d) of this section relating
to the specification of the facilities from
which, or the place where, the communica-
tion is to be intercepted do not apply if—

“fa) in the case of an application with re-
spect to the interception of an oral commu-
nication—

“fi) the application is by a Federal investi-
gative or law enforcement officer and is ap-
proved by the Attorney General, the Deputy
Attorney General, the Associate Attorney
General, an Assistant Attorney General, or
an acling Assistant Attorney General;

“(ii) the application contains a full and
complete statement as to why such specifica-
tion is not practical and identifies the
person committing the offense and whose
communications are to be intercepted; and

“(iii) the judge finds that such specifica-
tion is not practical; and

“(b) in the case of an application with re-
spect to a wire or electronic communica-
tion—

“fi) the application is by a Federal inves-
tigative or law enforcement officer and is
approved by the Attorney General, the
Deputy Attorney General, the Associate At-
torney General, an Assistant Attorney Gen-
eral, or an acting Assistant Attorney Gener-
al;

“(ii) the application identifies the person
believed to be committing the offense and
whose communications are to be intercepted
and the applicant makes a showing of a pur-
pose, on the part of that person, to thwart
interception by changing facilities; and

“(iii) the judge finds that such purpose has
been adequately shown.

“(12) An interception of a communication
under an order with respect to which the re-
quirements of subsections (1)(b)fii) and
(3)(d) of this section do not apply by reason
of subsection (11) shall not begin until the
Jacilities from which, or the place where, the
communication is to be intercepted is ascer-
tained by the person implementing the inter-
ception order. A provider of wire or electron-
ic communications service that has received
an order as provided for in subsection
(11)(b) may move the court to modify or
quash the order on the ground that its as-
sistance with respect to the interception
cannot be performed in a timely or reasona-
ble fashion. The court, upon notice to the
government, shall decide such a motion ex-
peditiously.”,

(4) Section 2519(1)(b) of title 18, United
States Code, is amended by inserting “fin-
cluding whether or not the order was an
order with respect to which the requirements
of sections 2518(1)(b)(ii) and 2518(3)(d) of
this title did not apply by reason of section
2518(11) of this title)” after “applied for”,
SEC. 107, INTELLIGENCE ACTIVITIES.

(a) IN GENERAL.—Nothing in this Act or the
amendments made by this Act constitutes
authority for the conduct of eny intelligence
activity.

(b) CERTAIN ACTIVITIES UNDER PROCEDURES
APPROVED BY THE ATTORNEY GENERAL.—Noth-
ing in chapter 119 or chapter 121 of title 18,
United States Code, shall affect the conduct,
by officers or employees of the United States
Government in accordance with other appli-
cable Federal law, under procedures ap-
proved by the Attorney General of activities
intended to—

(1) intercept encrypted or other official
communications of United States executive
branch entities or United States Govern-
ment contractors for communications secu-
rity purposes;
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(2) intercept radio communications trans-
mitted between or among foreign powers or
agents of a foreign power as defined by the
Foreign Intelligence Surveillance Act of
1978; or

(3) access an electronic communication
system used exclusively by a foreign power
or agent of a foreign power as defined by the
Foreign Intelligence Surveillance Act of
1978.

SEC. 108. MOBILE TRACKING DEVICES.

(a) IN GENERAL.—Chapter 205 of title 18,
United States Code, is amended by adding
at the end the following:

“§3117. Mobile tracking devices

‘“la) IN GENERAL.—If a court is empowered
to issue a warrant or other order for the in-
stallation of a mobile tracking device, such
order may authorize the use of that device
within the jurisdiction of the court, and out-
side that jurisdiction if the device is in-
stalled in that jurisdiction.

“(b) DEFINITION.—AS8 used in this section,
the term ‘tracking device’ means an elec-
tronic or mechanical device which permits
the tracking of the movement of a person or
object.”’.

(b) CLERICAL AMENDMENT.—The table of
contlents at the beginning of chapter 205 of
title 18, United States Code, is amended by
adding at the end the following:

“3117. Mobile tracking devices.”,
SEC. 109. WARNING SUBJECT OF SURVEILLANCE.

Section 2232 of title 18, United States
Code, is amended—

(1) by inserting ‘“fa) PHYSICAL INTERFER-
ENCE WITH SEARCH.—” before ‘“Whoever” the
first place it appears;

(2) by inserting “/b) NOTICE OF SEARCH.—"
before “Whoever” the second place it ap-
pears; and

(3) by adding at the end the following:

“fc) NOTICE OF CERTAIN ELECTRONIC SUR-
VEILLANCE.—Whoever, having knowledge that
a Federal investigative or law enforcement
officer has been authorized or has applied
Jor authorization under chapter 119 to
intercept a wire, oral, or electronic commu-
nication, in order to obstruct, impede, or
prevent such interception, gives notice or at-
tempts to give notice of the possible inter-
ception to any person shall be fined under
this title or imprisoned not more than five
years, or both.

“Whoever, having knowledge that a Feder-
al officer has been authorized or has applied
Sor authorization to conduct electronic sur-
veillance under the Foreign Intelligence Sur-
veillance Act (50 U.S.C. 1801, et seq.), in
order to obstruct, impede, or prevent such
activity, gives notice or attempts to give
notice of the possible activity to any person
shall be fined under this title or imprisoned
not more than five years, or both.”.

SEC. 110. INJUNCTIVE REMEDY.

(a) IN GENERAL.—Chapter 119 of title 18,
United States Code, is amended by adding
at the end the following:

“§2521. Injunction against illegal interception

“Whenever it shall appear that any person
is engaged or is about to engage in any act
which constitutes or will constitute a felony
violation of this chapter, the Attorney Gen-
eral may initiate a civil action in a district
court of the United States to enjoin such
violation. The court shall proceed as soon as
practicable to the hearing and determina-
tion of such an action, and may, at any
time before final determination, enter such
a restraining order or prohibition, or take
such other action, as is warranted to pre-
vent a continuing and substantial injury to
the United States or to any person or class
of persons for whose protection the action is
brought. A proceeding under this section is
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governed by the Federal Rules of Civil Pro-
cedure, except that, if an indictment has
been returned against the respondent, dis-
covery is governed by the Federal Rules of
Criminal Procedure.”.

{b) CLERICAL AMENDMENT.—The table of sec-
tions at the beginning of chapter 119 of title
18, United States Code, is amended by
adding at the end thereof the following:

“2521. Injunction against illegal intercep-
tion.”.
SEC. 111. EFFECTIVE DATE.

(a) IN GENERAL.—Ezxcept as provided in
subsection (b) or (c), this title and the
amendments made by this title shall take
effect 90 days after the date of the enactment
of this Act and shall, in the case of conduct
pursuant to a court order or extension,
apply only with respect to court orders or
extensions made after this title takes effect.

(b) SPECIAL RULE FOR STATE AUTHORIZATIONS
OF INTERCEPTIONS.—Any inlerception pursu-
ant lo section 2516/2) of title 18 of the
United States Code which would be valid
and lawful without regard to the amend-
ments made by this title shall be valid and
lawful notwithstanding such amendments if
such interception occurs during the period
beginning on the date such amendments
take effect and ending on the earlier of—

(1) the day before the date of the taking
effect of State law conforming the applicable
State statute with chapter 119 of title 18,
United States Code, as so amended; or

(2) the date two years after the date of the
enactment of this Act.

(c) EFFECTIVE DATE FOR CERTAIN APPROVALS
BY JUSTICE DEPARTMENT OFFICIALS.—Section
104 of this Act shall take effect on the date of
enactment of this Act.

TITLE II—-STORED WIRE AND ELECTRONIC
COMMUNICATIONS AND TRANSACTIONAL
RECORDS ACCESS

SEC. 201. TITLE 18 AMENDMENT.

Title 18, United States Code, is amended
by inserting after chapter 119 the following:
“CHAPTER 121—STORED WIRE AND ELEC-

TRONIC COMMUNICATIONS AND TRANSAC-

TIONAL RECORDS ACCESS

“Sec.

“2701. Unlawful access to stored communi-
cations.

“2702. Disclosure of contents.

“2703. Requirements for
access.

“2704. Backup preservation.

“2705. Delayed notice.

“2706. Cost reimbursement.

“2707. Civil action.

“2708. Exclusivity of remedies.

“2709. Counterintelligence access to tele-
phone toll and transactional
records.

“2710. Definitions.

“§ 2701, Unlawful access to stored communications

“la) OFFENSE.—Except as provided in sub-
section (c) of this section whoever—

“l1) intentionally accesses without au-
thorization a facility through which an elec-
tronic communication service is provided;
or

“(2) intentionally exceeds an authoriza-
tion to access that facility;
and thereby obtains, alters, or prevents au-
thorized access to a wire or electronic com-
munication while it is in electronic storage
in such system shall be punished as provided
in subsection (b) of this section.

“(b) PUNISHMENT.—The punishment for an
offense under subsection (a) of this section
18—

“41) if the offense is committed for pur-
poses of commercial advantage, malicious

governmental
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destruction or damage, or private commer-
cial gain—

“A) a fine of not more than $250,000 or
imprisonment for not more than one year,
or both, in the case of a first offense under
this subparagraph; and

“(B) a fine under this title or imprison-
ment for not more than two years, or both,
Jor any subsequent offense under this sub-
paragraph, and

“12) a fine of not more than $5,000 or im-
prisonment for not more than six months, or
both, in any other case.

“lc) EXCEPTIONS.—Subsection (a) of this
section does not apply with respect to con-
duct authorized—

“11) by the person or entity providing a
wire or electronic communications service;

“12) by a user of that service with respect
to a communication of or intended for that
user; or

“13) in section 2703, 2704 or 2518 of this
title.

“§ 2702. Disclosure of contents

‘“la) PROHIBITIONS.—Ezxcept as provided in
subsection (b)—

‘1) a person or entity providing an elec-
tronic communication service to the public
shall not knowingly divulge to any person or
entily the contents of e communication
while in electronic storage by that service;
and

‘“(2) a person or entity providing remote
computing service to the public shall not
knowingly divulge to any person or entity
the contents of any communication which is
carried or maintained on that service—

“(A) on behalf of, and received by means of
electronic transmission from (or created by
means of computer processing of communi-
cations received by means of electronic
transmission from), a subscriber or custom-
er of such service; and

“{B) solely for the purpose of providing
storage or computer processing services to
such subscriber or customer, if the provider
is not authorized to access the contents of
any such communications for purposes of
providing any services other than storage or
computer processing.

“4b) EXCEPTIONS.—A person or entity may
divulge the contents of a communication—

‘(1) to an addressee or intended recipient
of such communication or an agent of such
addressee or intended recipient;

“(2) as otherwise authorized in section
2516, 2511(2)(a), or 2703 of this title;

“(3) with the lawful consent of the origina-
tor or an addressee or intended recipient of
such communication, or the subscriber in
the case of remote computing service;

“(4) to a person employed or authorized or
whose facilities are used to forward such
communication to its destination;

“(5) as may be necessarily incident to the
rendition of the service or to the protection
of the rights or property of the provider of
that service; or

“6) to a law enforcement agency, if such
contents—

“(A) were inadvertently obtained by the
service provider; and

“{B) appear to pertain to the commission
of a crime.

“§ 2703. Requirements for governmental access

“la) CONTENTS OF ELECTRONIC COMMUNICA-
TIONS IN ELECTRONIC STORAGE.—A govern-
mental entity may require the disclosure by
a provider of electronic communication
service of the contents of an electronic com-
munication, that is in electronic storage in
an electronic communications system for
one hundred and eighty days or less, only
pursuant to a warrant issued under the Fed-
eral Rules of Criminal Procedure or equiva-
lent State warrant. A governmental entity
may require the disclosure by a provider of
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electronic communications services of the
contents of an electronic communication
that has been in electronic storage in an
electronic communications system for more
than one hundred and eighty days by the
means available under subsection (b) of this
section.

“tb) CONTENTS OF ELECTRONIC COMMUNICA-
TIONS IN A REMOTE COMPUTING SERVICE.—(1) A
governmental entity may require a provider
of remote computing service to disclose the
contents of any electronic communication
to which this paragraph is made applicable
by paragraph (2/ of this subsection—

“fA) without required motice to the sub-
scriber or customer, if the governmental
enlity obtains a warrant issued under the
Federal Rules of Criminal Procedure or
equivalent State warrant; or

“(B) with prior notice from the govern-
mental entity to the subscriber or customer
if the governmental entity—

“fi) uses an administrative subpoena au-
thorized by a Federal or State statute or a
Federal or State grand jury subpoena; or

“(i1) obtains a court order for such disclo-
sure under subsection (d) of this section;
except that delayed notice may be given pur-
suant to section 2705 of this title.

“(2) Paragraph (1) is applicable with re-
spect to any electronic communication that
is held or maintained on that service—

“(A) on behalf of, and received by means of
electronic transmission from (or created by
means of computer processing of communi-
calions received by means of electronic
transmission from), a subscriber or custom-
er of such remote computing service; and

“(B) solely for the purpose of providing
storage or computer processing services to
such subscriber or customer, if the provider
is not authorized to access the contents of
any such communications for purposes of
providing any services other than storage or
computer processing.

“fc) RECORDS CONCERNING ELECTRONIC
COMMUNICATION SERVICE OR REMOTE COMPUT-
ING SERVICE.—(1)(A) Except as provided in
subparagraph (B), a provider of electronic
communication service or remote comput-
ing service may disclose a record or other in-
formation pertaining to a subscrider to or
customer of such service (not including the
contents of communications covered by sub-
section (a) or (b) of this section) to any
person other than a governmental entity.

“(B) A provider of electronic communica-
tion service or remote computing service
shall disclose a record or other information
pertaining to a subscriber to or customer of
such service (not including the contents of
communications covered by subsection (a)
or (b) of this section) to a governmental
entity only when the governmental entity—

(i) uses an administrative subpoena au-
thorized by a Federal or State statute, or a
Federal or State grand jury subpoena;

“(ii) obtains a warrant issued under the
Federal Rules of Criminal Procedure or
equivalent State warrant;

“(iii) obtains a court order for such disclo-
sure under subsection (d) of this section; or

“(iv) has the consent of the subscriber or
customer to such disclosure.

“12) A governmental entity receiving
records or information under this subsec-
tion is mot required to provide notice to a
subscriber or customer.

“(d) REQUIREMENTS FOR COURT ORDER.—A
court order for disclosure under subsection
(b) or {c) of this section shall issue only if
the governmental entity shows that there is
reason to believe the contents of a wire or
electronic communication, or the records or
other information sought, are relevant to a
legitimate law enforcement inquiry. In the
case of a State governmental authority, such
a court order shall not issue if prohibited by
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the law of such State. A court issuing an
order pursuant to this section, on a motion
made promptly by the service provider, may
quash or modify such order, if the informa-
tion or records requested are unusually volu-
minous in nature or compliance with such
order otherwise would cause an wundue
burden on such provider.

“fe) No CAUSE OF ACTION AGAINST A PROVID-
ER DISCLOSING INFORMATION UNDER THIS
CHAPTER.—No cause of action shall lie in
any court against any provider of wire or
electronic communication service, its offi-
cers, employees, agents, or other specified
persons for providing information, facili-
ties, or assistance in accordance with the
terms of a court order, warrant, subpoena,
or certification under this chapter.

“§ 2704. Backup preservation

“la) BACKUP PRESERVATION.—(1) A govern-
mental enlity acting under section
2703(b)(2) may include in its subpoena or
court order a requirement that the service
provider to whom the request is directed
create a backup copy of the contents of the
electronic communications sought in order
to preserve those communications. Without
notifying the subscriber or customer of such
subpoena or court order, such service pro-
vider shall create such backup copy as soon
as practicable consistent with its regular
business practices and shall confirm to the
governmental entily that such backup copy
has been made. Such backup copy shall be
created within two business days after re-
ceipt by the service provider of the subpoena
or court order.

“2) Notice to the subscriber or customer
shall be made by the governmental entity
within three days after receipt of such con-
Jirmation, unless such notice is delayed pur-
suant to section 2705(a).

“(3) The service provider shall not destroy
such backup copy until the later of— )

“4A) the delivery of the information, or

“(B) the resolution of any proceedings (in-
cluding appeals of any proceeding) concern-
ing the government’s subpoena or court
order.

*““(4) The service provider shall release such
backup copy to the requesting governmental
entity no sooner than fourteen days after the
governmental entity’s notice to the subscrib-
er or customer if such service provider—

“(A) has not received notice from the sub-
scriber or customer that the subscriber or
customer has challenged the governmental
entity’s request; and

“B) has not initiated proceedings to chal-
lenge the request of the governmental entity.

“15) A governmental entity may seek to re-
quire the creation of a backup copy under
subsection (a)(1) of this section if in its sole
discretion such entity determines that there
is reason to believe that notification under
section 2703 of this title of the existence of
the subpoena or court order may result in
destruction of or tampering with evidence.
This determination is not subject to chal-
lenge by the subscriber or customer or serv-
ice provider.

“fb) CUSTOMER CHALLENGES.—(1) Within
Jourteen days after notice by the governmen-
tal entity to the subscriber or customer
under subsection (a)(2) of this section, such
subscriber or customer may file @ motion to
quash such subpoena or vacate such court
order, with copies served upon the govern-
mental entity and with written notice of
such challenge to the service provider. A
motion to vacate a court order shall be filed
in the court which issued such order. A
motion to quash a subpoena shall be filed in
the appropriate United States district court
or State court. Such motion or application
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shall contain an affidavit or sworn state-
ment—

“(A) stating that the applicant is a cus-
tomer or subscriber to the service from
which the contents of electronic communi-
cations maintained for him have
sought; and

“(B) stating the applicant’s reasons for be-
lieving that the records sought are not rele-
vant to a legitimate law enforcement in-
Quiry or that there has not been substantial
compliance with the provisions of this chap-
ter in some other respect.

“(2) Service shall be made under this sec-
tion upon a governmental entity by deliver-
ing or mailing by registered or certified mail
a copy of the papers to the person, office, or
department specified in the notice which the
customer has received pursuant to this
chapter. For the purposes of this section, the
term ‘delivery’ has the meaning given thal
term in the Federal Rules of Civil Procedure.

“(3) If the court finds that the customer
has complied with paragraphs (1) and (2) of
this subsection, the court shall order the gov-
ernmental enlily to file a sworn response,
which may be filed in camera if the govern-
mental entily includes in its response the
reasons which make in camera review ap-
propriate. If the court is unable to deter-
mine the motion or application on the basis
of the parties’ initial allegations and re-
sponse, the court may conduct such addi-
tional proceedings as it deems appropriate.
All such proceedings shall be completed and
the motion or application decided as soon
as practicable arter the filing of the govern-
mental entity’s response.

“(4) If the court finds that the applicant is
not the subscriber or customer for whom the
communicalions sought by the governmen-
tal entity are mainlained, or that there is a
reason to believe that the law enforcement
inquiry is leaitimatle and that the communi-
cations sought are relevant to that inquiry,
it shall deny the motion or application and
order such process enforced. If the court
finds that the applicant is the subscriber or
customer for whom the communicalions
sought by the governmental entity are main-
tained, and that there is not a reason to be-
lieve that the communicalions sought are
relevant to a leqitimate law enforcement in-
guiry, or thatl there has not been substantial
compliance with the provisions of this chap-
ter, it shall order the process quashed.

‘“45) A court order denying a motion or ap-
plication under this section shall not be
deemed a final order and no interlocutory
appeal may be taken therefrom by the cus-
tomer.

“§ 2705. Delayed notice

“fa) DELAY OF NOTIFICATION.—(1) A govern-
mental entity acting under section 2703(b)
of this title may—

“fA) where a court order is sought, include
in the application a request, which the court
shall grant, for an order delaying the notifi-
cation required under section 2703(b) of this
title for a penod not to exceed ninely days,
if the court determines that there is reason
to believe that notification of the existence
of the court order may have an adverse
result described in paragraph (2) of this sub-
section; or

“4B) where an administrative subpoena
authorized bv a Federal or State statute or a
Federal or State arand jury subpoena is ob-
tained, delay the nolification required
under section 2703/b) of this title for a
period not to erceed ninety days upon the
erecution of a wniten certification of a su-
pervisory official that there i3 reason to be-
lieve that notyrcation of the existence of the
subpoena mav have an adverse result de-
scribed in paragraph (2) of this subsection.

‘“42) An adverse result for the purposes of
paragraph (1. of this subsection is—

[ il '
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“tA) endangering the life or physical
safety of an individual;

“(B) flight from prosecution;

“4C) destruction of or tampering with evi-
dence;

“{D) intimidation of potential wilnesses;
or

‘“YE) otherwise seriously jeopardizing an
investigation or unduly delaying a trial,

“13) The governmental entily shall main-
tain a true copy of certification under para-
graph (1/(B).

“t4) Extensions of the delay of notifica-
tion provided in section 2703 of up to ninety
days each may be granted by the court upon
application, or by certification by a govern-
mental entity, but only in accordance with
subsection (b of this section.

“(5) Upon expiration of the period of delay
of notification under paragraph (1) or (4) of
this subsection, the governmental entity
shall serve upon, or deliver by registered or
first-class mail to, the customer or subscrib-
er a copy of the process or request together
with notice that—

‘“{A) states with reasonable specificity the
nature of the law enforcement inquiry;, and

“(B) informs such customer or subscridb-
er—

“ti) that information maintained for such
customer or subscriber by the service provid-
er named in such process or request was sup-
plied to or requested by that governmenlial
authority and the date on which the supply-
ing or request took place;

“{ii) that notification of such customer or
subscriber was delayed,;

“fiii) what governmental entity or court
made the certification or determination
pursuant to which that delay was made; and

“fiv) which provision of this chapter al-
lowed such delay..

“(6) As used in this subsection, the term
‘supervisory official’ means the investiga-
tive agent in charge or assistant investiga-
tive agent in charge or an equivalent of an
investigating agency’s headquarters or re-
gional office, or the chief prosecuting attor-
ney or the first assistant prosecuting attor-
ney or an equivalent of a prosecuting attor-
ney’s headquarters or regional office.

“(b) PRECLUSION OF NOTICE TO SUBJECT OF
GOVERNMENTAL ACCESS.—A  governmental
entity acting under section 2703, when it is
not required to notify the subscriber or cus-
tomer under section 2703rb)(1), or to the
extent that it may delay such notice pursu-
ant to subsection (a) of this section, may
apply to a court for an order commanding a
provider of electronic communications serv-
ice or remote computing service to whom a
warrant, subpoena, or court order is direct-
ed, for such period as the court deems appro-
priate, not to notify any other person of the
existence of the warrant, subpoena, or court
order. The court shall enter such an order if
it determines that there is reason to believe
that notification of the existence of the war-
rant, subpoena, or court order will result
in—

“(1) endangering the life or physical safety
of an individual;

“(2) flight from prosecution,

“(3) destruction of or tampering with evi-
dence;

“(4) intimidation of potential witnesses;
or

“t5) otherwise seriously jeopardizing an
investigation or unduly delaying a trial.

“§ 2706. Cost reimbursement

“la) PAYMENT.—Except as otherwise pro-
vided in subsection (c), a governmental
entity obtaining the contents of communi-
cations, records, or other information under
section 2702, 2703, or 2704 of this title shall
pay to the person or entity assembling or
providing such information a fee for reim-
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bursement for such costs as are reasonably
necessary and which have been directly in-
curred in searching for, assembling, repro-
ducing, or otherwise providing such infor-
mation. Such reimbursable costs shall in-
clude any costs due to necessary disruption
of normal operations of any electronic com-
munication service or remote computing
service in which such information may be
stored.

“(b) AMOUNT.—The amount of the fee pro-
vided by subsection fa) shall be as mutually
agreed by the governmental entity and the
person or entity providing the information,
or, in the absence of agreement, shall be as
determined by the court which issued the
order for production of such information (or
the court before which a criminal prosecu-
tion relating to such information would be
brought, if no court order was issued for
production of the information).

“tc) The requirement of subsection (a) of
this section does not apply with respect to
records or other information maintained by
a communications common carrier that
relate to telephone toll records and tele-
phone listings obtained under section 2703
of this title. The court may, however, order a
payment as described in subsection (a) if the
court determines the information required
is unusually voluminous in nature or other-
wise caused an undue burden on the provid-
er.

“§ 2707. Civil action

“4a) CaUSE OF ACTION.—Ezcept as provided
in section 2703(e), any provider of electronic
communicatlion service, subscriber, or cus-
tomer aggrieved by any violation of this
chapter in which the conduct constituting
the violation is engaged in with a knowing
or intentional state of mind may, in a civil
action, recover from the person or entily
which engaged in that violation such relief
as may be appropriate.

“tb) RELIEF.—In a civil action under this
section, appropriate relief includes—

“(1) such preliminary and other equitable
or declaratory relief as may be appropriate;

“(2) damages under subsection /c/); and

“(3) a reasonable attorney’s fee and other
litigation costs reasonably incurred.

“¢c) DaMAGES.—The court may assess as
damages in a civil action under this section
the sum of the actual damages suffered by
the plaintiff and any profits made by the vi-
olator as a result of the violation, but in no
case shall a person entitled to recover re-
ceive less than the sum of $1,000.

“¢d) DEFENSE.—A good faith reliance on—

“(1) a court warrant or order, a grand jury
subpoena, a legislative authorization, or a
statutory authorization;

“(2) a request of an investigative or law
enforcement officer under section 2518(7) of
this title; or

“¢3) a good faith determination that sec-
tion 2511(3) of this title permitted the con-
duct complained of;
is a complete defense to any civil or crimi-
nal action brought under this chapter or
any other law.

“(e) LIMITATION.—A civil action under this
section may not be commenced later than
two years after the date upon which the
claimant first discovered or had a reasona-
ble opportunity to discover the violation.

“§ 2708. Exclusivity of remedies

“The remedies and sanctions described in
this chapter are the only judicial remedies
and sanctions for nonconstitutional viola-
tions of this chapter.

“§ 2709. Counterintelligence access to telephone toll
and transactional records

“fa) DuTy TO PROVIDE.—A Wwire or electron-
ic communication service provider shali
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comply with a request for subscriber infor-
mation and toll billing records information,
or electronic communication transactional
records in its custody or possession made by
the Director of the Federal Bureau of Inves-
tigation under subsection (b) of this section.

“(b) REQUIRED CERTIFICATION.—The Direc-
tor of the Federal Bureau of Investigation
for an individual within the Federal Bureau
of Investigation designated for this purpose
by the Director) may request any such infor-
mation and records if the Director for the

Director’s designee) certifies in writing to
the wire or electronic communication serv-
ice provider to which the request is made
that—

“(1) the information scught is relevant to
an authorized foreign counterintelligence
investigation; and

“(2) there are specific and articulable facts
giving reason to believe that the person or
entity to whom the information sought per-
tains is a foreign power or an agent of a for-
eign power as defined in section 101 of the
Foreign Intelligence Surveillance Act of 1978
(50 U.S.C. 1801).

“lc) PROHIBITION OF CERTAIN DISCLOSURE, —
No wire or electronic communication serv-
ice provider, or officer, employee, or agent
thereof, shall disclose to any person that the
Federal Bureau of Investigation has sought
or obtained access to information or records
under this section.

“(d) DISSEMINATION BY BUREAU.—The Feder-
al Bureau of Investigation may disseminate
information and records obtained under
this section only as provided in guidelines
approved by the Attorney General for Sfor-
eign intelligence collection and JSoreign
counterintelligence investigations conduct-
ed by the Federal Bureau of Investigation,
and, with respect to dissemination to an
agency of the United States, only if such in-
Jormation is clearly relevant to the author-
ized responsibilities of such agency.

“le) REQUIREMENT THAT CERTAIN CONGRES-
SIONAL BODIES BE INFORMED.—On a semian-
nual basis the Director of the Federal
Bureau of Investigation shall Jully inform
the Permanent Select Committee on Intelli-
gence of the House of Representatives and
the Select Committee on Intelligence of the
Senate concerning all requests made under
subsection (b) of this section.

“§ 2710. Definitions for chapter

“As used in this chapter—

“(1) the terms defined in section 2510 of
this title have, respectively, the definitions

given such terms in that section; and

“(2) the term ‘remote computing service’
means the provision to the public of com-

puter storage or processing services by
means of an electronic communications
system.”’,

() CLERICAL AMENDMENT.—The table of
‘hapters at the beginning of part I of title

8, United States Code, is amended by
dding at the end the following:

121. Stored Wire and Electronic Com-
munications and Transactional
Records Access .........nn........ D—

C. 202. EFFECTIVE DATE.

This title and the amendments made by
is title shall take effect ninety days after
€ date of the enactment of this Act and
all, in the case of conduct pursuant to a
urt order or extension, apply only with re-
ect to court orders or extensions made
ter this title takes effect.
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TITLE lII—~PEN REGISTERS AND TRAP AND
TRACE DEVICES
SEC. 301. TITLE 18 AMENDMENT.
fa) IN GENERAL.—Title 18 of the United
States Code is amended by inserting after
chapter 205 the following new chapter:

“CHAPTER 206—PEN REGISTERS AND TRAP
AND TRACE DEVICES

“Sec.

“3121. General prohibition on pen register
and trap and trace device use;
exception.

“3122. Application for an order for a pen
register or a trap and trace
device.

“3123. Issuance of an order for a pen regis-
ter or a trap or trace device.

“3124. Assistance in installation and use of
a pen register or a trap and
trace device.

“3125. Reports concerning pen registers and
trap and trace devices.

“3126. Definitions for chapter.

“§ 3121. General prohibition on pen register and
trap and trace device use; exception

“(a) IN GENERAL.—Ezxcept as provided in
this section, no person may install or use q
pen register or a trap and trace device with-
out first obtaining a court order under sec-
tion 3123 of this title or under the Foreign
Intelligence Surveillance Act of 1978 (50
U.S.C. 1801 et seq.).

“tb) EXCEPTION.—The prohibition of sub-
section fa) does not apply with respect to the
use of a pen register or a trap and trace
device by a provider of electronic or wire
commaunication service—

“(1) relating to the operation, mainte-
nance, and testing of a wire or electronic
communication service or to the protection
of the rights or property of such provider, or
lo the protection of users of that service
Jrom abuse of service or unlawful use of
service; or

“(2) to record the fact that a wire or elec-
tronic communication was initiated or
completed in order to protect such provider,
another provider Surnishing service toward
the completion of the wire communication,
Or a user of that service, from fraudulent,
unlawful or abusive use of service; or (3)
where the consent of the user of that service
has been obtained.

“fe) PENALTY.—Whoever knowingly vio-
lates subsection (a) shall be fined under this
title or imprisoned not more than one vear,
or both.

“§ 3122. Application for an order for a pen register
or a trap and trace device

“la) APPLICATION.—(1) An attorney for the
Government may make application for an
order or an exrtension of an order under sec-
tion 3123 of this title authorizing or approv-
ing the installation and use of a pen register
or a trap and trace device under this chap-
ter, in writing under oath or equivalent af-
Jirmation, to a court of competent Jjurisdic-
tion.

“f2) Unless prohibited by State law, a
State investigative or law enforcement offi-
cer may make application for an order or an
extension of an order under section 3123 of
this title authorizing or approving the in-
stallation and use of a pen register or a. trap
and trace device under this chapter, in writ-
ing under oath or equivalent affirmation, to
a court of competent jurisdiction of such
State.

“(b) CONTENTS OF APPLICATION.—An appli-
cation under subsection (a) of this section
shall include—

“(1) the identity of the attorney for the
Government or the State law enforcement or
investigative officer making the application
and the identity of the law enforcement
agency conducting the investigation; and
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“12) a certification by the applicant that
the information likely to be obtained is rele-
vant to an ongoing criminal investigation
being conducted by that agency.

“§ 3123. Issuance of an order for a pen register or a
trap and trace device

“ta) IN GENERAL.—Upon an application
made under section 3122 of this title, the
court shall enter an ex parte order authoriz-
ing the installation and use of a pen register
or a trap and trace device within the juris-
diction of the court if the court finds that
the attorney for the Government or the State
law enforcement or investigative officer has
certified to the court that the information
likely to be obtained by such installation
and use is relevant to an ongoing criminal
investigation.

“(b} CONTENTS OF ORDER.—An order issued
under this section—

“(1) shall specify—

“(A) the identity, if known, of the person
to whom is leased or in whose name is listed
the telephone line to which the pen register
or trap and trace device is to be attached;

“(B) the identity, if known, of the person
who is the subject of the criminal investiga-
tion;

“(C) the number and, if known, physical
location of the telephone line to which the
pen register or trap and trace device is to be
attached and, in the case of a trap and trace
device, the geographic limits of the trap and
trace order; and

“(D) a statement of the offense to which
the information likely to be obtained by the
pen register or trap and trace device relates;
and

“(2) shall direct, upon the request of the
applicant, the furnishing of information, fa-
cilities, and technical assistance necessary
to accomplish the installation of the pen
register or trap and trace device under sec-
tion 3124 of this title.

“fe) TiME PERIOD AND EXTENSIONS.—(1) An
order issued under this section shall author-
ize the installation and use of a pen register
or a trap and trace device for a period not
to exceed sixty days.

“(2) Extensions of such an order may be
granted, but only upon an application for
an order under section 3122 of this title and
upon the judicial finding required by subsec-
tion (a) of this section. The period of exten-
sion shall be for a period not to exceed sixty
days.

“fd) NONDISCLOSURE OF EXISTENCE OF PEN
REGISTER OR A TRAP AND TRACE DEVICE.—An
order authorizing or approving the installa-
tion and use of a pen register or a trap and
trace device shall direct that—

“(1) the order be sealed until otherwise or-
dered by the court; and

“12) the person owning or leasing the line
to which the pen register or a trap and trace
device is attached, or who has been ordered
by the court to provide assistance to the ap-
plicant, not disclose the eristence of the pen
register or trap and trace device or the exist-
ence of the investigation to the listed sub-
scriber, or to any other person, unless or
until otherwise ordered by the court.

“§ 3124. Assistance in installation and use of a pen
register or a trap and trace device

“la) PEN REGISTERS.—Upon the request of
an attorney for the Government or an offi-
cer of a law enforcement agency authorized
to install and use a pen register under this
chapter, a provider of wire or electronic
communication service, landlord, custodi-
an, or other person shall furnish such inves-
tigative or law enforcement officer Sorth-
with all information, facilities, and techni-
cal assistance mecessary to accomplish the
installation of the pen register unobtrusive.
ly and with a minimum of interference with
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the services that the person so ordered by the
court accords the party with respect to
whom the installation and use is to take
place, if such assistance is directed by a
court order as provided in section 3123(b)(2)
of this title.

“(b) TrRAP AND TRACE DEVICE.—Upon the re-
quest of an attorney for the Government or
an officer of a law enforcement agency au-
thorized to receive the results of a trap and
trace device under this chapter, a provider
of a wire or electronic communicalion serv-
ice, landlord, custodian, or other person
shall install such device forthwith on the ap-
propriate line and shall furnish such inves-
tigative or law enforcement officer all addi-
tional information, facilities and technical
assistance including installation and oper-
ation of the device unobtrusively and with a
minimum of inlerference with the services
that the person so ordered by the court ac-
cords the party with respect to whom the in-
stallation and use is to take place, if such
installation and assistance is directed by a
court order as provided in section 31231b)(2)
of this title. Unless otherwise ordered by the
court, the results of the trap and trace
device shall be furnished to the aofficer of a
law enforcement agency, designated in the
court, at reasonadle intervals during regular
business hours for the duration of the order.

“fc) COMPENSATION.—A provider of a wire
or electronic communication service, land-
lord, custodian, or other person who fur-
nishes facilities or technical assistance pur-
suant to this section shall be reasonably
compensated for such reasonable erpenses
incurred in providing such facilities and as-
gistance.

“¢{d) No CAUSE OF ACTION AGAINST A PROVID-
ER DISCLOSING INFORMATION UNDER THIS
CHaPrer.—No cause of action shall lie in
any court against any provider of a wire or
electronic communication service, its offi-
cers, employees, agents, or other specified
persons for providing information, facili-
ties, or assistance in accordance with the
terms of a court order under this chapter.

“(e) DEFENSE.—A good faith reliance on a
court order, a legislative authorization, or a
statutory authorization is a complete de-
Jense against any civil or criminal action
brought under this chapter or any other law.
“§ 3125. Reports cencerning pen registers and trap

and trace devices

“The Attorney General shall annually
report to Congress on the number of pen reg-
ister orders and orders for trap and trace de-
vices applied for by law enforcement agen-
cies of the Department of Justice.

“§ 3126. Definitions for chapter

“As used in this chapter—

“(1) the terms ‘wire communication’, ‘elec-
tronic communication’, and ‘electronic com-
municalion service’ have the meanings set
fotrlt: for such terms in section 2510 of this
title;

“(2) the term ‘court of competent jurisdic-
tion’ means—

“(A) a district court of the United States
tincluding a magistrate of such a court)ora
United States Court of Appeals; or

“4B) a court of general criminal jurisdic-
tion of a State authorized by the law of that
State to enter orders authorizing the use of a

register or a trap and trace device;

“(3) the term ‘pen register’ means a device
which records or decodes electronic or other
impulses which identify the numbers dialed
or otherwise transmitted on the telephone
line to which such device is attached, but
such term does not include any device used
by a provider or customer of a wire or elec-
tronic communication service for billing, or
recording as an incident to billing, for com-
munications services provided by such pro-
vider or any device used by a provider or
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customer of ¢ wire communication service
for cost accounting or other like purposes in
the ordinary course of its business;

“r4) the term ‘trap and truce device’ means
a device which captures the incoming elec-
tronic or other impuises which identify the
originating number of an instrument or
device from which a wire or electronic com-
munication was transmitted;

“(5) the term ‘attorney for the Govern-
ment’ has the meaning given such lterm for
the purposes of the Federal Rules of Crimi-
nal Procedure; and

“(6) the term ‘State’ means a Slate, the
District of Columbia, Puerto Rico, and any
other possession or territory of the United
States.”.

(b) CLERICAL AMENDMENT.—The table of
chapters for part II of title 18 of the United
States Code is amended by inserting after
the item relating to chapter 205 the follow-
ing new item:

“206. Pen Registers and Trap and Trace
Devi 221"

SEC. 302. EFFECTIVE DATE.

fa) IN GENERAL.—Ezcept as provided in
subsection (b), this title and the amend-
ments made by this title shall take effect
ninety days after the date of the enactment
of this Act and shall, in the case of conduct
pursuant lo a court order or extension,
apply only with respect to court orders or ex-
tensions made after this title takes effect.

(b) SPECIAL RULE FOR STATE AUTHORIZATIONS
OF INTERCEPTIONS.—ANy pen register or trap
and trace device order or installation which
would be valid and lawful without regard to
the amendments made by this title shall be
valid and lawful notwithstanding such
amendments if such order or installation
occurs during the period beginning on the
date such amendments take effect and
ending on the earlier of—

(1) the day before the date of the taking
effect of changes in State law required in
order to make orders or installations under
Federal law as amended by this title; or

(2) the date two years after the date of the
enactment of this Act.

SEC. 303. INTERFERENCE WITH THE OPERATION OF
A SATELLITE.

fa) OrrFense.—Chapter 65 of litle 18,
United States Code, is amended by inserting
at the end the following:

“§ 1367. Interference with the operation of a satel-
lite

“(a) Whoever, without the authority of the
satellite operator, intentionally or mali-
ciously interferes with the authorized oper-
ation of a communications or weather satel-
lite or obstructs or hinders any satellite
transmission shall be fined in accordance
with this title or imprisoned not more than
ten years or both.

“tb) This section does nol prohibit any
lawfully authorized investigative, protec-
tive, or intelligence activity of a law en-
forcement agency or of an intelligence
agency of the United States.”

(b) CoNFORMING AMENDMENT.—The table of
sections for chapter 65 of title 18, United
States Code, is amended by aedding at the
end the following new ilem.

“1367. Interference with the operation of a
satelite.”.

Mr. KASTENMEIER (during the
reading). Mr. Speaker, I ask unani-
mous consent that the Senate amend-
ment be considered as read and print-
ed in the RECORD.

The SPEAKER pro tempore. Is
there objection to the request of the
gentleman from Wisconsin?

Mr. MOORHEAD. Mr. Speaker, re-
serving the right to object, I would
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like to ask the gentleman from Wis-
consin if there have been any nonger-
mane Senate amendments added to
H.R. 4952?

Mr. KASTENMEIER. Mr. Speaker,
if the gentleman will yield. I would say
to the gentleman from California that
there have not been any nongermane
Senate amendments added to H.R.
4952,

Mr. MOORHEAD. Further reserving
the right to object, is the substance of
H.R. 4952 substantially the same as
when it passed the House under sus-
pension of the rules on June 23, 1986?

Mr. KASTENMEIER. If the gentle-
man will yield, I would say yes. H.R.
4952 was passed yesterday by the
other body as a substitute amendment.
The few changes that were made are
relatively minor and uncontroversial.
Therefore, I would surely hope we can
act favorably on this measure this
afternoon so we can see it enacted into
public law.

Mr. Speaker, let me take just a few
moments to describe the changes
made by the other body.

Mr. Speaker, I am pleased to offer
the bill H.R. 4952, the Electronic Com-
munications Privacy Act of 1986. This
bill was passed by the House under
suspension of the rules on June 23,
1986, after being reported by the Com-
mittee on the Judiciary by a recorded
vote of 34 to 0.

The Electronic Communications Pri-
vacy Act updates existing Federal
wiretapping law to take into account
new forms of electronic communica-
tions such as electronic mail, ceilular
telephones, and data transmission by
providing such communications with
protection against improper intercep-
tion. The bill also benefits law enforce-
ment by creating clearer procedures
for the use of investigative techniques
which involve the interception of com-
munications.

This legislation, which grew out of
extensive hearings and an Office of
Technology Assessment study, enjoys
the strong support of the business
community, consumer groups, civil lib-
erties organizations and the adminis-
tration. In commenting on the bill the
Department of Justice has said the
“enactment of this bill would repre-
sent a major accomplishment for the
99th Congress.” Business and profes-
sional organizations supporting the
bill include the National Associatior
of Manufacturers, the National Asso
ciation of Broadcasters, the America:
Bar Association, numerous telephon
companies and trade associations ir
volved in electronic mail, videotex, ce
lular telephones, paging services an
other telecommunications services.

H.R. 4952 was passed yesterday b
the other body as a substitute amen:
ment. The few changes that we?
made are relatively minor and unco:
troversial. Therefore, I hope we cz
act favorably upon this measure th
afternoon so that we can see it e
acted into public law,
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First, let me tgke a few moments to
priefly describe the changes made by
the other body:

‘The penalty for intentional intercep-
tion of a cellular telephene call, re-
duced in the House bill from a 5-year
felony to a 6-month petty offense, has
been further reduced to a $500 fine for
a first offense. This is true for voice
pagers as well.

The penalty for private home view-
ing of certain satellite transmissions,
such as so-called backhauls, has been
reduced to a series of penalties, includ-
ing fines and injunctive relief, that
has been endorsed by representatives
of satellite dish owners, broadcasters,
and cable. Audio subcarriers, except
for telephone and data transmisstons,
are exempt.

Electronic communications providers
may move to quash an order for a
“roving tap” if compliance would be
unduly burdensome.

At the request of the Justice Depart-
ment, the list of crimes for which an
interception be authorized has been
expanded.

A good faith defense is provided for
those who comply with court orders or
warrants, grand jury subpoenas, legis-
lative or statutory authorizations, or a
request of an investigative or law en-
forcement officer wunder section
2518(7) of title 18 concerning emergen-
cy situations. The term “good faith’ is
intended as an objective standard,
which would include acting within the
scope of a facially valid court order as
received. Thus, under section 252Ka)
of title 18, a civil action will not lie
where the requirements of section
2511(2)¢aXii) of title 18 are met. With
regard to that exeeption, we intend
that the following procedural stand-
ards will apply:

First, the complaint must allege that
a wire or electronic communications
service provider—or one of its employ-
ees: (a) disclosed the existence of a
wiretap; (b) acted without a facially
valid court order or certification; (c)
acted beyond the scope of a court
order or certification or (d) acted in
bad faith. Acting in bad faith would
include failing to read the order or col-
lusion. If the complaint fails to make
any of these allegations, the defend-
ant can move to dismiss the complaint
for failure to state a claim upon which
relief can be granted.

Second, if during the course of pre-
rial discovery the plaintiff’s claim
roves bascless, the defendant can
aove for summary judgment.

Third, if the court denies the sum-
1ary judgment motion, the case goes
o trial. At the close of the plaintiff’s
ase, the defendant again can move for
ismissal. If that meotion is denied, the
efendant then has the opportunity to
resent to the jury its section 2520
yod faith defense.
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The bill also clarifies certain prac-
tices with regard to surveillance by in-
telligence agencies.!

!'The bill amends chapter 33 of titie 28, United
States Code to grant the FBI authority to obtain
telephone subscriber information or toll billing
record information fram a comnunication common
carrier for counterintelligence purposes if the Di-
rector of the Federal Bureau of Investigation—or
the Director’s destgnee—finds that there are specif-
ic and articulate facts giving reason to believe that
the person or entity to whom the imformation
sought pertains is a foreign power or an agent of a
foreign power as defined in the Poreign Intelligence
Surveillance Act of 1978 (50 U.S.C. 1801).

Should the Director of the FBI deeide to delegate
his authority he or she should delegate it no fur-
ther down the FBI chain of command than the
level of Deputy Assistant Director. Because the
need for timely access to subscriber imformation or
toll hilling records may be acute in certain cikrcum-
stances, the Director of the FPBI may delegate to
the head or acting head of ¥BI field offices the au-
thority to make the certifications and determina-
tions required by the bill in exigent circumstances
where time is of the essence, provided that the Di-
rector of the FBI is notified as sooh as possibie of
the circumstances and the exercise of the author-
ity.

The requirement of “reason to believe” that the
person or entity to whom the telephone subscriber
information or toll billing record information per-
tains is a foreign power or an agert of a foreign
power is significantly less stringent that the re-
quirement of “‘probable cause” to believe that the
customer is an agent of a foreign power. It is in-
tended that the PE? official making the determina-
tion required to exercise the authority will, in ap-
plying the “reason to believe” standard, take into
account the facts and circamstances that a prudent
investigator would conaider insofar as they provide
an objective, factual basis for the determinationr.

We expect the FBI to develop and issue guide-
lines, approved by the Attorney General, for the ac-
quisition, retentton, and dissemination of infoxma-
tion pursuant to the suthority granted by the bill.
These guidelines will, ameng other things, impte-
ment the requirement thas information acquired
under the autherity may be dissemimnated to other
agencies of the United Siates onty if sueh mforma-
tion is clearly relevant to the anthorized responsi-
bilities of such ageneies. The guidelines should also
e reasonably designed to minimize the acquisition
and retention of the information comcerning U.S.
persons, consistent with the need of the United
States for foreign counterinteliligence information.
We expect that the FBI will submit the guidelines
to the intelligence committees of the Congress
prior to their taking effect. The intelligence com-
mittees of the Congresa have discussed with ¥FBI of-
ficials the current practices of the FBI for obtain-
ing access to telephone subscribe information and
toR? bifting record information in counterintelli-
gence investigations under the existing voluntary
arrangements. In large measure, these practices
appear to be consistent with she requirements of
the auwthority providing mandatory access to tele-
phone records. However, to the extent, if any, that
FBI practice under the voluntary autlhority permits
access to a person’s or entity’s telephone subscriber
or billing records solely on the basis that the
person or entity is the target of a hostile recruit-
ment effort, such practice with respect to the man-
datory authority would conflict with the require-
ments of the bill.

Finally, we nete that, in unusual circumstances,
the FBI may seek telephone billing record informa-
tion which pertains to a fereign power or agent of a
foreign power which is carried in the records of the
eommunication common carrier under the name of
& person or entity other than the foreign power or
agent of a foreign power. This couid eccur when
the FBI official making the determination under
the authority granted by the bilt finds reaseon to be-
lieve that the foreign power or agent of a foreign
power uses the telephone of a third party. We
expect the FBI ta apply strict minimization proce-
dures in such situations to ensure that only the in-
formation contained in such third party records
which pertains to the foreisn power or agent of a
foreign power will be acquired, retained and dis-
seminated.
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1 would like to thank the gentleman,
the ranking minority member of my
subcommittee, who is an original co-
sponsor of the bill and whose support
has been critical to its progress. Thanks
are also due to the sponsors of this
measure in the other body, the gentle-
man from Vermont, Senator LEAHY,
and the gentleman from Maryland,
Senator MarH1AS, and the chairman of
the committee, the gentleman from
South Caraqlina, Senator THURMOND.
Without their help, and that of their
able staff, John Podesta and Ann Har-
kins for Senator LEAHY; Steve Metalitz
and Ken Mannella for Senator Ma-
Traias; and Dennis Shedd and Cindy
Blackburn for Senator THURMOND, we
could not have moved this legislation.
Finally, I would like to thank my own
staff, Deborah Leavy and David Beier,
as well as minority counsel Joseph
Wolfe.

Mr. MOORHEAD. Mr. Speaker, fur-
ther reserving the right to object, this
legislation covers conduct that may be
prohibited under section 705 of the
Communications Act of 1934. Do I un-
derstand correctly that the sanctions
contained in this legisiation would be
imposed in addition to, and not instead
of, those contained in section 705 and
other sections of the Communications
Act?

Mr. KASTENMEIER. That is cor-
rect. This legislation is not intended to
alter any rights or liabilities for con-
duct that also is covered by section 705
or other sections of the Communiea-
tions Act. Similarly, it is not intended
to authorize any conduct which other-
wise would be prohibited by section 705
or other sections. It should be noted
that we do not provide criminal
liability for noncommerecial, private
viewing of unscrambled network feeds
to affiliates by the owners of home
satellite dishes. Accountability for that
conduct will be determined solely
under section 705 of the Communica-
tions Act. The private viewing of any
other video transmission not otherwise
excepted by section 705(b) will be sub-
ject to action under both the Communi-
cations Act and this legislation.

Mr. MOORHEAD. So this legisla-
tion, then, is not intended to legalize
or decriminalize any conduct prohibit-
ed by the Communications Act?

Mr. KASTENMEIER. That is cor-
rect.

Mr. MOORHEAD. Mr. Speaker, fur-
ther reserving the right to object, I
would like to commend the gentleman
from Wisconsin [Mr. KASTENMEIER], as
well as his staff, David Beier and
Deborah Leavy, for their outstanding
work on H.R. 4952.

I would also like to commend Sena-
tor MaTH1Aas and Senator LEAHY as
well as their very able counsels, Steve
Metalitz and John Podesta, for their
leadership and hard work on this
issue.

I certainly also would like to com-
mend the minority staff, Tom Mooney
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and Joe Wolf, for their work on this
legislation.

Mr. Speaker, I withdraw my reserva-
tion of objection.

The SPEAKER pro tempore. Is
there objection to the request of the
gentleman from Wisconsin?

Mr. GONZALEZ. Mr. Speaker, re-
serving the right to object, I was
merely reserving this right in order to
ask the distinguished chairman if he
could elaborate a little bit more on the
specifics of the Justice Department’s
requested additions or changes.

I yield to the gentleman for his re-
sponse.

Mr. KASTENMEIER. I thank the
gentleman.

I am informed that the violations
under the Arms Export Control Act
were included at the request of the
Justice Department.

Mr. GONZALEZ. That is not waiv-
ing the violations of the arms export
law? That is, it is including the present
law?

Mr. KASTENMEIER. That is cor-
rect.

Mr. GONZALEZ. Mr. Speaker, I
withdraw my reservation of objection.

The SPEAKER bpro tempore. Is
there objection to the request of the
gentleman from Wisconsin?

There was no objection.

The SPEAKER bpro tempore. Is
there objection to the initial request
of the gentleman from Wisconsin?

There was no objection.

A motion to reconsider was laid on
the table.

GENERAL LEAVE

Mr. KASTENMEIER. Mr. Speaker, I
ask unanimous consent that all Mem-
bers may have 5 legislative days in
which to revise and extend their re-
marks on the legislation just debated
and adopted.

The SPEAKER pro tempore. Is
there objection to the request of the
gentleman from Wisconsin?

There was no objection.

0 1645

CONFERENCE REPORT OF H.R.
5316, BANKRUPTCY JUDGES,
UNITED STATES TRUSTEES,
AND FAMILY FARMER BANK-
RUPTCY ACT OF 1986

Mr. EDWARDS of California sub-
mitted the following conference report
and statement on the bill (H.R. 5316)
to amend title 28 of the United States
Code to provide for the appointment
of additional bankruptcy judges, to
brovide for the appointment of United
States trustees to serve in bankruptcy
cases in judicial districts throughout
the United States, to make certain
changes with respect to the role of
United States trustees in such cases,
and for other purposes:

CONFERENCE REPORT (H. REPT. 99-958)

The committee of conference on the dis-
agreeing votes of the two Houses on the

[ | [
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amendment of the Senate to the bill (H.R.
5316) to amend title 28 of the United States
Code to provide for the appointment of ad-
ditional bankruptey judges, to provide for
the appointment of United States trustees
to serve in bankruptey cases in judicial dis-
tricts throughout the United States, to
make certain changes with respect to the
role of United States trustees in such cases,
and for other purposes, having met, after
full and free conference, have agreed to rec-
ommend and do recommend to their respec-
tive Houses as follows:

That the House recede from its disagree-
ment to the amendment of the Senate and
agree to the same with an amendment as
follows:

In lieu of the matter proposed to be in-
serted by the Senate amendment insert the
following:

That this Act may be cited as the “Bank-
ruplcy Judges, United States Trustees, and
Family Farmer Bankruptcy Act of 1986”,
TITLE I-AMENDMENTS TO TITLE 28 OF THE
UNITED STATES CODE

Subtitle A—Appointment of Bankruptcy Judges
SEC. 101. ADDITIONAL BANKRUPTCY JUDGES.

Section 152(a)(2) of title 28, United States
Code, is amended—

(1) in the item relating to the eastern dis-
trict and the western district of Arkansas by
striking out “2” and inserting in lieu thereof
“3”

(2) in the item relating to the northern dis-
trict of California by striking out “7” and
inserting in lieu thereof “9”,

(3) in the item relating to the eastern dis-
trict of California by striking out “4” and
inserting in lieu thereof “6”,

(4) in the item relating to the central dis-
trict of California by striking out “12” and
inserting in lieu thereof “19”,

- (5) in the item relating to the southern dis-
trict of California by striking out “3” and
inserting in lieu thereof “4”,

(6) in the item relating to the middle dis-
trict of Florida by striking out “2” and in-
serting in lieu thereof “4”,

{7) in the item relating to the northern dis-
trict of Georgia by striking out “4” and in-
serting in lieu thereof “6”,

(8) in the item relating to the southern dis-
trict of Georgia by striking out “1” and in-
serting in lieu thereof “2”,

(9) in the item relating to the district of
Idaho by striking out “1” and inserting in
lieu thereof “2”,

(10) in the item relating to the northern
district of Illinois by striking out “8” and
inserting in lieu thereof “10”,

(11) in the item relating to the central dis-
trict of Illinois by striking out “2” and in-
serting in lieu thereof “3”,

(12) in the item relating to the northern
district of Indiana by striking out “2” and
inserting in lieu thereof “3”,

(13) in the item relating to the northern
district of Iowa by striking out “1” and in-
serting in lieu thereof “2”,

(14) in the item relating to the southern
district of Iowa by striking out “1” and in-
serting in lieu thereof “2”,

(15) in the item relating to the western dis-
trict of Kentucky by striking out “2” and in-
serting in lieu thereof “3”,

(16) in the item relating to the western dis-
trict of Louisiana by striking out “2” and
inserting in lieu thereof “3”,

(17} in the item relating to the district of
Maryland by striking out “2” and inserting
in lieu thereof “3”,

(18) in the item relating to the western dis-
trict of Michigan by striking out “2” and in-
serting in lieu thereof “3”,
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(19) in the item relating to the district of
Nebraska by striking out “1” and inserting
in lieu thereof “2”,

(20) in the item relating to the district of
Nevada by striking out “2” and inserting in
lieu thereof ‘3",

(21) in the item relating to the district of
New Jersey by striking out “5” and inserting
in lieu thereof “7”,

(22) in the item relating to the western dis-
trict of North Carolina by striking out “1”
and inserting in lieu thereof “2”,

(23) in the item relating to the northern
district of Oklahoma by striking out “1” and
inserting in lieu thereof ‘‘2”,

(24) in the item relating to the western dis-
trict of Oklahoma by striking out “2” and
inserting in lieu thereof “3”,

(25) in the item relating to the district of
Oregon by striking out “4” and inserting in
lieu thereof “5”,

(26) in the item relating to the western dis-
trict of Pennsylvania by striking out “3”
and inserting in lieu thereof “4”,

27) in the item relating to the district of
South Carolina by striking out “1” and in-
serting in lieu thereof “2”,

(28) in the item relating to the district of
South Dakota by striking out “1” and insert-
ing in lieu thereof “2”.

(29) in the item relating to the eastern dis-
trict of Tennessee by striking out “2” and
inserting in lieu thereof “3”,

(30) in the item relating to the western dis-
trict of Tennessee by striking out “2” and
inserting in lieu thereof “3”,

(31) in the item relating to the northern
district of Texas by striking out “4” and in-
serting in lieu thereof “5”,

(32) in the item relating to the southern
district of Texas by striking out “3” and in-
serting in lieu thereof “6”,

(33) in the item relating to the western dis-
trict of Texas by striking out “2” and insert-
ing in lieu thereof “3",

(34) in the item relating to the district of
Utah by striking out “2” and inserting in
lieu thereof “3”,

(35) in the item relating to the eastern dis-
trict of Virginia by striking out “3” and in-
serting in lieu thereof “4”,

(36) in the item relating to the eastern dis-
trict of Washington by striking out “1” and
inserting in lieu thereof “2”,

(37) in the item relating to the western dis-
trict of Washington by striking out “4” and
inserting in lieu thereof “5”, and

(38) in the item relating to the eastern dis-
trict of Wisconsin by striking out “‘3” and
inserting in lieu thereof “4”

SEC. 102. QUALIFICATIONS FOR APPOINTMENT OF
BANKRUPTCY JUDGES.

Section 120(c)(2) of the Bankruptcy
Amendments and Federal Judgeship Act of
1984 (Public Law 98-353; 98 Stat. 345) is
amended by striking out “or the District o)
Columbia bar,” and inserting in lieu thereo
“the District of Columbia bar, or the bar o
the Commonwealth of Puerto Rico,”,

SEC. 103. DIVISION OF BUSINESS AMONG BANKRUP,
CY JUDGES.

Section 156 of title 28, United States Cod.
is amended by adding at the end thereof t}
Jollowing:

“fd) No office of the bankruptcy clerk .
court may dbe consolidated with the distri
clerk of court office without the prior a
proval of the Judicial Conference and t.
Congress.”.

Subtitle B—~Appointment of United States Truste
and Related Matters

SEC. 111. APPOINTMENT OF UNITED STATES TRU.
EES.

(a) APPOINTMENT NATIONWIDE OF UNrt
STATES TRUSTEES.—Section 581(a) of title
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